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Outline of the Talk

Brief background about the speaker and his team in the
UofC

An overview of our SW testing projects

Reviewing several selected projects

Wrap-up: What can be gained from collaborative

university/industry software testing projects?




Background of the Speaker

Education:

= PEng, 2008

= PhD (Carleton University), 2006

= MSc (University of Waterloo), 2003

= BSc (Sharif University of Technology, Iran), 2000

Has been with the UofC since September 2006

Has worked in and with the software industry for 15+ years

Focus Areas:

— Software Engineering (in general)

— Software Testing, and Software Test Engineering
— UML-driven Development

— Developing Scientific Software




Software Quality Engineering Research
Group (SoftQual)

www.softqual.ucalgary.ca

Current students:
— 1 research associate (co-supervised)
— 1 PhD student
— 2 MSc students
- 1U/G

Alumni

— 7 MSc
— 17+ U/G
— 1 research associate

All our projects are applied R&D projects

Source of funding:
— Governmental agencies such as NSERC, Alberta Innovates, etc.
— Companies (via R&D project), e.g., IBM, Siemens, NovAtel, MR Control
Systems, Analog Devices




Outline of the Talk

« An overview of our SW testing projects




Projects: What do we really do?

Coming up with new methods to
develop and/or test software

Tool development (e.g., test coverage
visualization)

Empirically evaluating if a tool/method
really works in practice or not
More info: www.softqual.ucalgary.ca

versus...

Impact on SW
maintenance
productivity?




Projects - Active collaborations with the
software industry

In various capacities: R&D, consulting, training

Reducing software maintenance (debugging) costs
(2011-) NIC

Testing control software systems for the power AR Control Systems
industry (2009-) .

Testing Embedded Software (2008-2011) cbl
. . : ~— T SYSTEMS
Engineering (developing) optimization software for

the oil industry (2007-2011) PEMBINAY

Testing industrial real-time software systems
(2006-2009)

Survey of SW development and testing practices

Improving SW testing and development by
visualization of code coverage (2007-2012)

More info: www.softqual.ucalgary.ca




Outline of the Talk

e Projects Selected for Discussions Today
— Surveys of SW testing practices in Alberta and Canada

— Improving SW testing and development by visualization of code
coverage and traceability

— Testing control software systems for the power industry
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Surveys of SW testing practices in Alberta  ji
and Canada SoftQua

Goal: To get a broad picture of the SW testing practices
In Alberta and Canada

Our colleagues had done an earlier Alberta-wide survey
In 2004

We repeated it in 2009

In 2010, we improved the questions and did it across
C a n ad a - - m A survey of solrmz :teasling practices

Some results next... S
e Please see the
articles for detaills.




Surveys of SW testing practices in Alberta (2004, 2009)

« Respondents:
53 respondents
To get a measure of the sample size...

According to StatsCan, as of 2007, there were 2,947 SW developers
(publishers) in AB

I* I Statistics Statistigue Jl Table 2
- Canada Canada Summary statistics for the software publishers industry

Assuming about a third of them are doing testing. Thus: about 1000
SW testers in AB

Thus sample size: 53/1000=5.3%

e Questions were developed and categorized using the IEEE
SWEBOK

Guide to the .
Software Engineering SO UL
Body of Knowledge - SWEBOK
process




Surveys of SW testing practices in Alberta (2004, 2009)

Aspect

SCHULICH &

Questions

Respondents Profiles

Company profile: Please summarize your company and the type of projects you do in a few keywords.
What best describes your current position?
What is the size of your company (number of employees)?

Which proarammina lanquaaes do you use in your company?

11
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Surveys of SW testing practices in Alberta (2004, 2009)
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Questions

Test levels = Have you received any formal software-testing related training?
= Does your organization have a training program that specifically targets any of the following?
= In your current or most recent software project, did the team conduct the following tests?

= In your current or most recent project, did the team automate any of the tests?

= What forms of usability testing are commonly employed in your organization?

12
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Surveys of SW testing practices in Alberta (2004, 2009)

Questions

Test techniques . Which testing tools and frameworks do you use in your company?
= In your current or most recent software project, what mechanisms did the team use to generate test cases?

= Which of the following defect prevention technigues are regularly utilized in your organization?

13



SCHULICH 8

Surveys of SW testing practices in Alberta (2004, 2009)

Questions

Test-related = In your current or most recent software project, did the team use any of the following measurements as a guide to
measures planning or designing the tests?

14
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Surveys of SW testing practices in Alberta (2004, 2009) o
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Questions

Test process = In your current or most recent project, was the testing environment separate from the development or production
management environments?

= Please identify the ratio of developers to testers in your current or most recent project.
= What percentage of the pre-release work effort is spent on testing?

. Please rank the following defect types by the effort required to fix that type of defect.

= What criteria does your organization utilize to terminate the testing phase?

= What barriers do you believe prevents your company from adopting testing methodology and testing tools?

= What barriers do you believe prevents your company from providing software training to testing staff?
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Surveys of SW testing practices in Alberta .

| @ P i
Softlafe Quality Engineering

Results for seven of the questions to be presented next... BIEIEE

‘wwmsohqualicagaryca

Aspect
Respondents Profiles Company profile: Please summarize your company and the type of projects you do in a few keywords.

What best describes your current position?

What is the size of your company (number of employees)?

Which programming languages do you use in your company?
Test levels Have you received any formal software-testing related training?

Does your organization have a training program that specifically targets any of the following?

In your current or most recent software project, did the team conduct the following tests?

In your current or most recent project, did the team automate any of the tests?

What forms ot usability testing are commonly employed In your organization?
Test techniques Which testing tools and frameworks do you use in your company?

In your current or most recent software project, what mechanisms did the team use to generate test cases?

Which of the following defect prevention technigues are regularly utilized in your organization?

Test-related In your current or most recent software project, did the team use any of the following measurements as a guide to
measures planning or designing the tests?

Test process In your current or most recent project, was the testing environment separate from the development or production
management environments?

Please identify the ratio of developers to testers in your current or most recent project.

What percentage of the pre-release work effort is spent on testing?

Please rank the following defect types by the effort required to fix that type of defect.
What criteria does your organization utilize to terminate the testing phase?

What barriers do you believe prevents your company from adopting testing methodology and testing tools?

What barriers do you believe prevents your company from providing software training to testing staff?
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Surveys of SW testing practices in Alberta
Industry Sectors of the Respondents

IS LN AU

‘wwmshqualicagaryca

# of Responses

Professional and scientific services
Utilities
Information
Transportation and warehousing
Manufacturing
Retail trade

Management of companies and...
Health care and social assistance
Finance and insurance
Construction

Wholesale trade

Other services
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Surveys of SW testing practices in Alberta
Company Size

IS LN AU

sty
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510 10 10 to 50 50 to 100 100 to 500

Company Size (# of employees)




Surveys of SW testing practices in Alberta i

Types of Testing (Test Levels)

WS LN A

« Almost all companies perform unit and system testing.

% of Responses
40 60

| |

Unit

System
Accept
Installation
Alpha
Regression
Stress
Usability
Integration
Formal
Informal (ad-hoc)
Disaster
Support
Error Seeding

Security
Safety




Surveys of SW testing practices in Alberta i

Test Automation

IS LN AU

Automation of unit, integration and systems tests has
Increased sharply since 2004.

(72}
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(72}
o
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Unit Integration System Regression Stress
% of Test Automation in different Levels
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Surveys of SW testing practices in Alberta
Test tools and frameworks

IS LN AU
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e JUnit and IBM Rational tools are the most widely used test
tools.

Which testing tools and frameworks do you use in your
company?
# of Responses
0 15 20

| ]

(reported once) Other
JUnit

IBM Rational test products
NUnit

FitNesse

Watin

Parasoft test products
Microsoft test products
Watir




Surveys of SW testing practices in Alberta
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Techniques for identifying test cases

IS LN AU

 The choices of test-case generation mechanisms have not
changed much.

e Systematic techniques are used less.

In your current or most recent software project, what
mechanism(s) did the team use to generate test cases?

% Responses
20 40 60 80 100

Tester Skill
Customer Requirements (user stories)
Out of Range

Risks

Boundary Values
States

Decision Tables
Equivalence Classes
Control Flow Graphs
Cause Effect Graphs
Other

‘wwmshqualicagaryca
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Ratio of testers to developers (t:d)

IS LN AU

‘wwmshqualicagaryca

e In most companies, # of testers < # of developers

Please identify the ratio of testers to developers (t:d) in your current or
most recent project.

i EE

1:5 or less 1:5to0 1:2 1:2to 2:1 2:1to 5:1 Have not
measured

«—— —_—
More developers More testers
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Projects Selected for Discussions Today
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 Improving SW testing and development by visualization
of code coverage and traceability




>

Can code (test) coverage be shown more
visually? SUMQUG

Java - SimplelavaApp/src/org/codecover/simplejavaapp/controller/AppController.java - Eclipse 5DK - /Users/Markus /Dd
[5-0-Q- [ EHFC-|&] 7] 2

= d m Simplejavaspp java lm AppController java &3

006
| c-

|:E Package Explorer &4 l Hierarch:.r|

RN = =S

v '[:‘Jf Simplelavaspp
v #src
v Eﬂ org.codecover.simplejavaapp
| D Simplejavadpp.java
[= Eﬂ org.codecover.simplejavaapp.contr
> Eﬂ org.codecover.simplejavaapp.mode
| 2 Eﬂ org.codecover.simplejavaapp.view
B = JRE System Library [JVM 1.5.0 (MacO5 X C
b [ codecover
B [ icons

"The file hos modificotions. Save before proceeding?",
fileld);

switch (result) {
case JOptionPane. YES_OFTION:

if (! BHSEVECRIIETE)) {

/* Saving was oborted or failed, so we don't proceed */

W Coverage o4 l

fe= 3] 905 %

Loop
. 333 %
. 45.7 %

%]

z Show methods with | Statement Coverage

Strict Condition
-]l %
. 0.0 %

Branch
. 32
o 557 %

Statement
. 542 %
=050 %

Marme
[= G AppController
p & aAppFile

~

e.g., the CodeCover plug-in for the Eclipse IDE

Conventionally, test coverage values are shown in percentages and
are visualized by progress-bar-like green/red boxes

But are they helpful for all development, testing and maintenance

needs/tasks?




Can code (test) coverage be shown more

visually? Softual

‘wwmsohqualicagaryca

Increasing size and complexity of production and test code (e.g., JUnit)

High-profile test engineers such as James Whittaker mention the need for
test visualization explicitly

Analysis of dependencies: If | change a function in the production code,
which parts of the test code should | update?

C @ blogs.msdn.com/b/james_whittaker/archive/2008/09/19/the-future-of-software-testing-part-5.aspx

JW on Test

MSDN Blogs = JW on Test > the future of software testing (part 5)

the future of software testing (part 5)

MSDMArchive 19 Sep 2008 3:23PM | ' 7
(.

Visualization

What does software look like? Wouldn't it be helpful if we had a visualization of software |
that we could use while the software was being constructed or tested? With a single glance
we could see that parts of it remain unfinished.|Dependencies, |nterfaces and data would be
easy to see and, one would hope, easier to test. At the very least we could watch the
software grow and evolve as it was being built and watch it consume input and interact with
its environment as it was being tested.

Other engineering disciplines have such visuals. Consider the folks who make automobiles.




Can code (test) coverage be shown more
visually?
» \We have also seen the need In discussions with testers from our

partners such as IBM, and NovAtel

Analysis of dependencies: If | change a function in the
production code, which parts of the test code should | update?

—

cl

\
A

/;‘:

Let’'s see a video demo:
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Projects Selected for Discussions Today

Softlafe Quality Engineering
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e Testing control software systems for the power industry




Testing control software systems for the
power industry

o Software under test: A commercial large-scale Supervisory
Control and Data Acquisition (SCADA) software system

|s called Rocket
Has been developed using Microsoft Visual Studio C#

strictly Agile)

Developed using the iterative y J\/] |} Contral Systems
INTERMATIDO ML INC
development process (but not

Has now been deployed in ==l
several locations across Canada Y
and the US. 13




Testing a control software system

The SUT has only been tested manually during its
development iterations.

Towards the end of the project, importance of automated
testing was felt

Thus, a collaboration between my team and the company

Our goal: to conduct automated software testing on the
Rocket system.

We discuss the SUT next...

LT, ] TELEETE
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Our First Step: Black-box Unit Testing

L S AT T

‘wwmsohqualicagarya

e Units Under Test

[ Automation Engine Interface is Online

File Edit View Todls Heln

=4 Math w M atural Loganthm Funchion - IR Complex Math
. - : _omplex akh
ABE Abzolute Funchion % Fower Function “4 Control
Add Function % Round Function 4 Convert
Arc Cosine Funchion Sine Funchion 4§ Counters and Accumulators
'ﬁ'f A Sine Funchion Subtract Function

J File Operations
M Arc Tangent Funchion Tangent Functian f_| _4 High Level Functions
% Cozine Funchion 12 Truncate Function

N B

| Log Email Function
Divide Function 4 Relays w="| Parze Email Function
Y. Irevert Function 4 Report Function Blocks

-*¥4 Read Email Function
we, Log 10 Function =E S?Iipting | | & | Send Email Funchion
b ultiplication Function “L] Dynamic CH Function Block

_;,2 Shell Execute Function

H J Chi =0 Sypztem Function
S [y] . :

g’éos;e Fgunc:tiFon : = g 1 Ll:"]":

o o Tire Functions and Timers cErmaolios
we, Log 10 Function ID |Al 1
E M \tp\ l F l A = Ad vvvvv d Properiies

89funcﬂon

\ Trn d1 | |
Timed |5 heduled | Event drivi ubroutines | Startu Propetties | Global Options |




Black-box Unit Testing (BBUT): Challenges

The Add function block

ADD Example

Sum

= ExampleC

If we apply the equivalence classing, we will get 19,683 test
cases for only this function block. Bad news ;(

Challenge 1: Coding of test cases (in NUnit): Too much effort
Challenge 2: Coupling of test cases to test input data

Challenge 3: Manual generation of expected outputs (test
oracle)




Black-box Unit Testing (BBUT): Challenges

JVI L\‘\JIUI

One possible solution — Automated generation of
NUnit test code

There are some tools out there:

— Microsoft Pex, JML-JUnit, JUB (JUnit test case Builder),
TestGen4J, JCrasher, NModel

After evaluating them for our purpose, unfortunately
none was suitable (details in our article)

Decision: to implement our own test tool!

<« cC N ¥ At ffcode.google. com /b /autobbut)

ﬁ AwoBBUT - Autarmated Code Generation for Black-box Unit Testing

Project Home Downloads Wiki Issues Source Administer
Summary | Updates | People
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AutoBBUT - GUI and Features o

e softqual icaigaryca

Teskting Input Generator POWY Example

1000

Baze Result L: PowerResult
Input | Elutputl ; Y

Exponent Error

Farameter Type
Base It [2 bit]

Exponent

Testing Input Generaktor

. lnput  Dutput |

Farameter | Type | Oracle
Result Flaoat [32 hit]

Errar

Fair-wize Testing

|D < way

Generate MU nit Code Generate C5Y




AutoBBUT - Example Usage

Reminder: Test code is automatically generated, saving many hours

”ﬁTEStPrDjEEt.PDWEFFBTESt | ‘i Testaladzal496a04639acbc 32230659054 20)

[TestMethod]|
Jpublic void Testf1642af496604639a6be322 306500542 ()
{

TDh.=zetInputParaweter (FunctionBlockMNawe, "Ease™, "Int (8§ kbit) ™, "-1237");:
Th.zetInputParamwmeter (FunctionBlockMName, "Exponent™, "Int (& hit) '™, "-12&87"):
FocketParameter resultParam = TDh.setOutputParameter (FunctionbBlockMName, "EREesult™, "Float (32 bit)] ™) :

FocketParameter errorParam = TDh.setOutputParameter (FunctionBlockMName, "Error®™, "Text™):

Th.execute (FunctionBlock, FunctionElockMName) :

bzzert.AreEqual (float.Parse ("1.892Z3E-270") , float.Parse (Th.getOutputBEyiame (resultParam.PointName) ), 0.0001) ;
bzsert.AreEqual (", TD.getOutputByNawe (errorParam. Pointlame) )
-}

[TestMethod]
Fpubklic woid TestEelidSedtedlddfidoc2iV0be2lodadst ()
i

TDh.zetInputParamweter (FunctionbBlockMNamwme, "Ease™, "Int (8 kbic) ™, "-127")1;
Th.zetInputParameter (FunctionBlockName, T"Exponentt®™, "Int (8 hit) ™, T-1Z7T):
FocketParameter resultParaw = TD.setOutputParameter (FunctionBlockMNamwe, "REesult™, "Float (32 khit)] ™):

FocketParameter errorParamm = TD.setOutputParamweter (FunctionBlockMName, "Error®™, "Text'™):
Th.execute (FunctionEBlock, FunctionElockDMaame)

bzzert.AreEqual (float.Parse ("—-6.5602E-265"), float.Parse(TD.getOutputEvylame (resultParam. PointMame) ), 0.0001) ;
Lazsert.AreEqual (", TD.getOutputByNamwe (errorParam. PointName) ) »

35




AutoBBUT — Implementation Detalils

 Technologies (libraries) used...

 To generate all the n-way test cases, we used a recently-
Introduced Test API from Microsoft, called
Microsoft_Test.VarirationGeneration

Fair-wize T E!:E:tir'lg Testing Input Generator

I |:| -—:l A3 | IrpLat Output |

Parameter | Type | Oracle

Int (3 bit] = || Math.Abs(A])

For the development of automated test oracle generation, we

used a utility available in the .NET framework class library,
called System.CodeDom.Compiler

— (CodeDOM: Code Document Object Model)
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 Developed in C# .Net platform. 875 LOC.

InputGeneratar, TestInpukizenerator 4'# generateTestSuiteCode()

// loop over all pairvise teat cases
foreach (Variation v in combinatoryModel.GenerateVariations (pairvise way, 1234))
i
inputlist = new Dictionary<string, RocketParameter>|():
Zuid guid = Guid.NewZuid() :
Af remove -'s from the random string
string guidstring = Regex.Beplace(guid.To3tring(), "', "rF):
A4 start generating the test method one by one
testiuiteCode += "[TestMethod] ™ + Environment.MewLine:
Af test method signature
LestSulteCode 4= "public woid lest™ + guidstraing + (1" +
Enviromnment . .NewLine + "{" + Enviromment.NewLine;

Af feeding the input parsmeters in to the test code
foreach (Parameter paragnm in cowbinatoryModel.Parameters)
i
FocketPFParameter input = new RocketParameter () :
teatSuiteCode += "TD.setInputParameter (FunctionblocklNatme, W ™" + input.MNagne + 4", 4 fFf 4
input.Type + "y ", 47" + input.Value + "™ 1:" + Environment.NewLine:
inputList. Add(input . Name, input]):
¥

testouiteCode += Environment . .NewLine:

A4 feeding the output parameters in to the test code
foreach (DataGridViewFow outputRow in outputsridView. Rows)




A Case Study - Using the AutoBBUT tool

neer

IS LN AU

We generated 1,962 NUnit test cases (methods) for
automated black-box unit testing of 58 function blocks

The total size of the NUnit test suite is currently 15,906 test
LOC.

“t¢ TestProject PowerFETest

J] [TestMethod]|

public woid TestelodiZafd26604639acbolZZdcaifci4Z ()
{

W Testolod2af49660463%a0be322306590542()

TDh.zetInputParameter (FunctionBlookMNatwe, "Base®™, "Int (8 bit) ™, "-1287):
TDh.zetInputParameter (FunctionBlockMName, "Exponent™, "Int (8 kbhit) ™, "-128"):

FocketParameter resultParam = TD.setOutputParameter (FunctionElockMame, "Eesult™, "Float (32 bhit) ™) :
FocketParameter errorParamm = TDh.zetOutputParameter (FunctionBlockMName, "Error™, "Text™):

TDh.execute (FunctionElock, FunctionBlockllame) ;

hAzzert.ireEqual (float.Parse ("1.58922E-270") , float.Parse(TDh.getOutputEyName (resultParam. Pointiame) ), 0.0001) ;
hAzzert.ireEqual (", TDh.getOutputByMName (errorParam. PointlName) ) »




Effectiveness in Detecting Defects

L S AT T

Fahrenheit to Celsius

Celsius to Fahrenheit

e Most of the defects were obviously not
caught by manual testing conducted by

e various developers and users during the
development process.

There were mostly on the boundary

value conditions, overflow cases and
~.mm INvalid inputs, denoting the importance of
- mm  robustness testing in such applications.

Get Ticks

5

Get Date Range

# of NUnit test cases




AutoBBUT — Conclusions and Impact

« An emall from the MRCSI's CEO:

— “Many thanks for your efforts. | reviewed your [defect] report. It looks
complete and clear. | and am very pleased with the results. We will
Include all identified bugs to the list and will try to address them.”

« c N <% At ffcode . google.com /p/autobbut)

ﬁ AutoBBUT - Automated Code Generation for Black-box Unit Testing

Project Home Downloads Wiki Issues Source Administer

Summary | Updates | People

e Open source

* A lot of effort has been spent to have a clean design for it
which makes it easily extensible and adaptable to other
platforms (e.g., JUnit) by other testers.




Outline of the Talk

« Wrap-up: What can be gained from collaborative

university/industry software testing projects?

& =2 C O wwawsergucalganyca/SEAE/ 2007/

SEAB 2007 - Home

Workshop on Enhancing Software Engineering Practices
among Alberta's Industy, Government, and Universibes




Wrap-up: What can be gained from collaborative
university/industry software testing projects?

It Is iIndeed a win-win case for both sides: companies and
university teams

Companies win: Have their software testing/quality
Issues addressed in least expen$ive way... Compare it to
contractors or in-house testing teams. Opportunities to
hire top-quality graduates

University teams win: Learning and growth environment
for graduate students and researchers

We are very interested to talk to you folks about your
testing needs




Outline of the Talk

Brief background about the speaker and his team in the
UofC

An overview of our SW testing projects

Reviewing several selected projects

Wrap-up: What can be gained from collaborative
university/industry software testing projects?
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